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Abstract. In nuclear field, cyber security has become a major challenge. It is important to control cyber-attack in research reactors as well as commercial power reactors. Research reactors are susceptible to be exposed to cyber-attacks due to frequent public access, various studies and experiments, which put research reactors in more consideration than commercial power plants. We have experienced and observed many cases that the instrumentation and control (I&C) system, which is called supervisory control and data acquisition (SCADA) system, of nuclear facilities got attacked from cyber-attack. Even though SCADA systems were known as an isolated network, their vulnerabilities were revealed by actual examples resulting from unexpected cyber-attacks. 
In this paper, we have summarized the cases in which SCADA systems were under cyber-attacks and status of researches and regulation for research reactors with respect to cyber security. Finally, a summary of cyber security risk evaluation model with Bayesian network, carried out at Kyung Hee University with collaboration of Korea Atomic Energy Research Institute, for the digital Reactor Protection System (RPS) of research reactors has been provided. 
1. Introduction

In instrumentation and control (I&C) system, cyber security has become a major challenge in commercial power plants as well as research reactor. Research reactors are susceptible to be exposed to cyber-attacks due to frequent public access or various studies and experiments, which may be more serious than commercial power plants [1]. The advent of digital technology and replacement of analog equipment with digital ones have brought new issues among which one is cyber security risk. The importance of cyber security has increased in energy sector due to expansion of digital I&C system in power generation facilities and infrastructure. U.S. Department of Energy announced 5 major cross-cutting program initiatives included cyber security on March 4, 2014. Sufficient research budget has been allocated to cyber security considering it the most important issue. Though a number of infrastructure has the supervisory control and data acquisition (SCADA) system, which can be used to protect from a cyber-attack, it cannot be protected completely from cyber-attack [2]. Safety is the most importance thing at the nuclear facilities because nuclear accidents can lead to serious hazards. In January 2003, the Davis Besse nuclear power plant in Ohio is infected by the SQL Slammer worm [3]. The nuclear facility in Iran has also undergone a cyber-attack, called “stuxnet”, in 2010 [4]. Even though SCADA systems were known as an isolated network, their vulnerabilities were revealed by actual examples resulting from unexpected cyber-attacks. In this paper, we are summarizing some cases that SCADA systems, which include nuclear facilities, were under cyber-attacks. In order to control cyber-attacks, a number of organizations and researchers have researched. The regulatory authorities have published many regulatory requirement documents. Regulatory authorities published regulatory guides such as regulatory guide 5.71 [5], 1.152 [6-7] for controlling cyber security of nuclear facilities. Secondly, we are highlighting the status of research work conducted related to cyber risk assessment and regulation for cyber security specifically for research reactors. Finally, the cyber security risk evaluation model with Bayesian network for the digital Reactor Protection System (RPS) of research reactors has been described as an example of cyber security researches in South Korea [8]. This work has been being carried out by Kyung Hee University with the collaboration of Korea Atomic Energy Research Institute. It is difficult to get the data through the penetration experiments for one of the important issues of cyber security research for nuclear facilities. As an alternative, we propose a cyber security risk evaluation method using Bayesian network (BN) model.
2. Cyber Security Study for Research Reactor

In this section, we will introduce cyber security study related to research reactors into three subsections. Subsection 2.1 summarizes some cases for which SCADA systems had been under cyber-attacks. Subsection 2.2 provides the status of researches and regulations for cyber security specifically characterized for research reactors. Finally, the cyber security risk model with Bayesian network for the digital RPS of research reactors has been described in subsection 2.3 as an example of cyber security researches in South Korea. 
2.1. Case Studies for Cyber-Attacks on SCADA Systems
The importance of cyber security has increased in energy sector due to expansion of digital I&C system in power generation facilities and infrastructure. Though a number of infrastructure have the SCADA system, which can be used to protect from a cyber-attack, it cannot be protected completely from cyber-attack. I&C system for nuclear facilities like commercial nuclear power plants and nuclear research reactors also belong to SCADA systems. Despite the use of SCADA, cyber-attacks have occurred to these critical facilities since last 22 years [2]. The following are several case studies for cyber-attacks on facilities used SCADA system.

· The Siberian pipeline explosion is known as the first cyber-security incident involving critical infrastructure by Trojan. This took authoritative control on the SCADA system and caused a pipeline explosion equivalent to 3 kilotons of TNT [2].
· During July 8th and August 31st, 1994, an attacker gained unauthorized access to the Salt River Project computer network via a dialup modem so he could have access to billing information. He installed a back door into the system giving him access at a later time. At the time, Salt River Project’s water SCADA System operated a 131-mile canal system, which was used to deliver water to customers in the Phoenix metropolitan area. The attacker had at least one 5-hour session on mission critical systems which controlled the canals. Data vulnerable during the intrusions included water and power monitoring and delivery, financial, and customer and personal information. Data taken and/or altered included login and password files, computer system log files, and “root” privileges [9].
· In 1998, a 12-year-old was able to break into a computer system that runs Arizona’s Roosevelt Dam. Federal authorities afterwards reported that he had command of the SCADA system controlling the dam’s massive floodgates [10].
· In 2003, the Microsoft SQL Slammer worm infected the computer network server of Ohio’s Davis-Besse nuclear power plant. This infection increased data traffic in the site’s network, preventing the availability the plant’s safety parameter display system and plant process computers for several hours. Neither of these systems, however, jeopardized the safe operation of the nuclear plant. Based on the investigation, a contractor established an unprotected computer connection to its corporate network, and this connection enabled the worm to reach the plant network [3]. 
· In March 2007 the U.S. Department of Homeland Security (DHS) conducted an experiment, named The Aurora Experiment, at a lab in Idaho. In this experiment, a cyber-attack was emulated and succeeded which involved the physical destruction of a power generator [11]. 
· In March 2008, Hatch nuclear power plant near Baxley, Georgia was forced into an emergency shutdown for 48 hours after a software update was installed on a single computer. According to a report filed with the Nuclear Regulatory Commission, when the updated computer rebooted, it reset the data on the control system, causing safety systems to errantly interpret the lack of data as a drop in water reservoirs that cool the plant's radioactive nuclear fuel rods. As a result, automated safety systems at the plant triggered a shutdown [12].
· In July 2010, stuxnet is one of the most sophisticated and recent worm that hit cyber world. It hits Iranian nuclear facilities. Senior Director of security response at Symantec reported that Iran is the only country that suffers a lot (about 60%) through this worm. Common predictions are that this worm can target either Bushehr Nuclear power plant or Natanz nuclear facility in Iran. Computer security experts in Iran are convinced that stuxnet mainly targets uranium facility at Natanz which affects centrifuges speed. Their rotational speed first increases then drop to introduce distortions and disturb their normal behaviour. An assumption is that 10% of centrifuges in Natanz have been affected through this worm from 2009 to 2010 [4]. 
· In September 2011, another worm was found in a European company, the investigation team discovered the unknown malware and they named it Duqu. The malware has similarities to stuxnet [13].
· Researchers have recently discovered a piece of malware operating in Iran, Lebanon, Syria, Sudan, the West Bank and other places in the Middle East and North Africa for at least two years. This malware dubbed “Flame” appears to be sponsored by the same group that was behind Stuxnet. Early analysis indicates that it's designed primarily to spy on the users of infected computers and steal data, including documents, recorded conversations and keystrokes. It also opens a backdoor to infected systems to allow the attackers to tweak the toolkit and add new functionality. Flame was discovered after the United Nations International Telecommunications Union asked researchers to look into reports in April that computers belonging to the Iranian Oil Ministry and the Iranian National Oil Co. had been hit with malware that was stealing and deleting information from the systems [2]. 
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FIG. 1. Frequency of incidents related to SCADA system.
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FIG. 2. Industrial fraction of cyber-attack accident for SCADA system

We have presented 27 cyber-attack cases related to SCADA system. The frequency of incidents represents as shown FIG. 1. It shows that the frequency of incidents in SCADA system has been increased steadily. Even though the frequency during 2010s is smaller than 2000s, the frequency during 2010s will be increased until next 6 years. The development of technology related to digital equipment has influence on industries or workers and SCADA systems. FIG. 2 shows the industrial fraction of cyber-attack accident for SCADA system. The cyber-attack accident related to nuclear facilities has 7 % share among total number of incidents. 

2.2. Status of Regulation and Researches for Cyber Security
Even though nuclear facilities including commercial power plants and research reactors I&C systems, which are isolated from the outside, still there is risk for occurrence of cyber-attack on these facilities similar to aforementioned cases in section 2.1. Researcher and regulatory agency have been interested in cyber security because cyber security has become significant issue in nuclear field. Researcher are performing studies to improve cyber security in nuclear field and trying to apply cyber security to nuclear field and regulatory agencies like IAEA, U.S. NRC, KINS have published regulatory requirements and guides for cyber security evaluation. The most of regulatory infra-structure related cyber security has been related to commercial power plants to improve their cyber security. It is important to highlight that cyber-attack can be more dangerous in case of research reactors due to frequent and comparatively easy public access to facility. Nevertheless, research reactors have more vulnerable from the viewpoint of cyber security due to user access. In section 2.2., we introduce the status of regulation for cyber security in general nuclear field included commercial power plants and research reactors and the status of researches for cyber security in research reactor during last 5 years.
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FIG. 3. Flowchart for cyber security on nuclear reactors [17].
The US NRC reports reinforce regulation guides, such as 10 CFR 73.54 [14], Regulatory Guide (RG) 1.152 Version 2 and 3, and RG 5.71 [5-7]. The Institute of Electrical and Electronics Engineers (IEEE) issued IEEE Std. 7-4.3.2-2010 [15], which addresses RG 1.152 Version 2 in view of cyber security. The International Atomic Energy Agency (IAEA) published a technical guidance document for computer security at nuclear facilities under IAEA Nuclear Security Series No. 17 [16]. FIG. 3 is the flowchart for cyber security for nuclear reactors, in terms of regulatory agency, and represents the requirements, scope, approach, guidance, implementation, licensing, and oversight [17].
Nonetheless the regulatory guide specified for research reactors has not published yet, it is needed to publish because research reactor market, such as demand for establishment of research reactor, are increasing at a number of country and expansion for the digital equipment has cyber security issue. 
The researches for cyber security in research reactor are being carried out steadily. The followings are some of the past 5 years of research papers on cyber security; George Bunn [18] addressed that research reactor has high vulnerability from terrorist attack though it has smaller risk than commercial power plant. Suh introduced a strategy to apply a graded approach to research reactor I&C design and said the strategy should consider cyber security [19]. Park explained a graded approach for cyber security for research reactor that has different characteristics form commercial power plant [20]. He proposed a system development process for digital systems and several cyber security programs such as cyber security team, critical digital assets identification, defense-in-depth strategy, and application method. Additionally, he introduces the history and current state of cyber security requirements and proposed an integrated cyber security lifecycle process [21]. Shin 
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FIG. 4. Flowchart for cyber security risk model with BN.
proposed a cyber security risk model with Bayesian network (BN) which has reflected the characteristic of research reactor [8].
2.3. Cyber Security Risk Model with BN
One of the difficulty while performing the research on cyber security issues of nuclear facilities is to get the data through the penetration experiments. In order to tackle this limitation, an alternative cyber security risk evaluation method using BN model has been proposed [8]. 
This research has been carried out to evaluate the cyber security risk for RPS of research reactors. RPS is an important system which guarantees security of the facility in an emergency at a nuclear facility. It takes a role to perform the security function as with the system, while maintaining the facility safe in case of an emergency among these various instrumentation and control systems. It initiates the insertion of control rods in the core, in order to trip the reactor, when it recognizes a situation to be unable to control nuclear facility due to an accident or any cause. The cyber security risk model with BN, which is made up of activity-quality model and architecture model as shown FIG. 4, evaluates the malfunction probability of RPS caused by cyber- attack.

The activity-quality model evaluates the implementation of cyber security regulation guides. The checklist was developed for verifying whether or not the cyber security regulatory guide is compiled well, such as U.S. NRC RG-5.71 and KINS/RG-N 08.22. The checklists are derived by analyzing the regulatory guides for a total of 34 items. These checklists can be allocated to each phase of the cyber security lifecycle, which comprises the whole cycle of cyber security activity, including ‘establish program’, ‘integrate’, ‘continuous monitoring’, ‘review’, ‘change control’ and ‘record’. It is possible to systematically evaluate the overall activity-quality without the omitted portion by evaluating the checklist according to the cyber security lifecycle.
The architecture model reflects the structural characteristic of RPS. The architecture model consists of bi-stable processor (BP), coincidence processor (CP), interface and test processor (ITP), maintenance and test processor (MTP), and Other Channel, the last of which describes the communication with other channels, as a single channel for reflection of architectural characteristic (FIG. 5). 
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FIG. 5. The RPS architecture for single channel.
5 vulnerabilities and 6 mitigation measures are selected for the cyber security analysis assumed accident caused by RPS like ‘Scram halt through RPS’. The list of vulnerabilities is described in detail as follows:

1) Denial of Service (DoS) attacks and the introduction of malware to system networks during maintenance work (V1),
2) System shut-down by contagion of malware during maintenance work (V2),
3) Data alteration by contagion of malware during maintenance work (V3),
4) DoS occurrences and malware spread to other systems because of vulnerabilities existing in the system (V4),
5) Data alteration using recognized vulnerabilities from standard communication protocols (V5).

The list of mitigation measures applicable to counter the aforementioned vulnerabilities are explained below: 

1) Establishment of infection detection systems for external storage media, such as USBs or PCs, for PLC maintenance work,
2) Establishment of a security system, including firewalls, intrusion detection systems and/or intrusion prevention systems, 

3) Check for running services,
4) Network monitoring,

5) Establishment of device validation policies,
6) Vulnerability patches.

The evaluations for these vulnerabilities and mitigation measures are reflected in the architecture analysis model. These parameters such as checklists, vulnerabilities, mitigation measures, and structure for RPS are transformed into nodes of BN model.
The cyber security risk model with BN is shown in FIG 6.
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FIG. 6. The cyber security risk model using BN
The characteristics of this BN model are as follows: (i) It reflects the analysis result of the vulnerability and mitigation measures of a research reactor RPS architecture. (ii) It reflects the correlation of the components on the RPS architecture. (iii) It emphasizes the relationship among the components, vulnerability, and mitigation measures. 

Several scenarios have been analyzed for cyber security risk with this model that integrates the activity-quality analysis model and the architecture analysis model by using the characteristics of BN [22]. Several scenarios are ‘Analysis of vulnerability and the activity-quality checklist when a cyber-attack occurs on the MTP’, ‘Analysis of the vulnerability and mitigation measure when a cyber-attack occurs on the RPS or components of RPS’, and ‘Analysis of the RPS cyber security risk and the optimal mitigation measures regarding vulnerabilities’. For example, the analysis for ‘Analysis of the vulnerability and mitigation measure when a cyber-attack occurs on the components of RPS’ can derive the risk information on the vulnerabilities and mitigation measures of the RPS in the case of a cyber-attack on the components of RPS by using the back propagation feature of the BN. The result of the analysis is shown in Table I. In Table I, the arrow means the change of probability for vulnerability risk after cyber-attack occurs to each components of RPS. The direction of arrow means increase and reduction of the probability for vulnerability risk between before and after cyber-attack occurs to each components. The number of arrow represents extent of change. The analysis results provide useful information to evaluate the cyber security of a system in an integrated manner and confirm that the model.
The model can be utilized for the quantitative analysis and qualitative analysis. This is possible because the activity-quality model, architecture model, and integrated cyber security risk model are all based on the BN. The analysis with the model can provide useful information for user.
TABLE I: Analysis of the vulnerability 
when a cyber-attack occurs on the RPS or components of RPS
	Vulnerability
Attacked

Component
	V1
	V2
	V3
	V4
	V5

	BP
	↑
	↑↑
	↑
	↓
	↓

	CP
	↓
	↑↑
	↓
	↓
	↓

	ITP
	↑
	↓↓↓
	↑
	↓↓
	↓↓↓

	MTP
	↑
	↓↓
	↑
	↑↑
	↓↓↓

	Intra-Ch
	↓↓
	↓
	↓↓
	↓
	↑↑↑


3. Conclusions

In this article, we have described three important concerns of cyber security aspects specifically related to research reactors. The selective cases in which SCADA systems suffered cyber-attacks, has been summarized. Cyber-attacks on nuclear facilities included commercial power plants and research reactors have been discussed and frequency of occurrence of such attacks has also been highlighted. Second aspect is the regulatory infrastructure for research reactor.  Several regulatory guides and work related cyber security assessment has been described. Practically, it is difficult to find regulatory guides and researches providing details on cyber security program of research reactors. Lastly, the analysis based on cyber security risk evaluation model, which uses BN to evaluate the cyber risk of digital RPS of research reactors is provided. It is highly recommended that cyber security regulatory infrastructure for research reactors has to be promulgated and researches focusing on cyber security enhancement for nuclear commercial as well as research reactors should be promoted. 
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